[image: image1.png]



Server Backup Plan

For OpenVMS Systems
Information Technology Department

Microfinancial, Inc.
10-M Commerce Way

Woburn, MA 01801

Revision Date: Sep. 1, 2010
Version 1.0
Contents

1Overview


2Data to Be Backed Up


2Maintaining Backup Hardware and Software


2Observing the Backup Job Rules


2Understanding the Backup Area


3Defining Backup Classes


3Database


3LEASE_FILES (and LEASE_AMORT_FILES)


3Disks


4Encrypting and Securing Backup Media


4Understanding the Backup Jobs


4RMU_BACKUP_DATA.COM


5RMU_BACKUP_DOCUMENT.COM


5PROD_AND_DEVEL_BACKUP.COM


6CONSOLIDATED_BACKUP_TO_TAPE.COM


6DAILY_BACKUP.COM


7Performing Backups


9Performing Adhoc (Manual) Backups


9Reviewing Backup Log Files


9Troubleshooting


10File Was Open


10Error Writing to Disk


11Updating the Daily Backup Report


12Storing Backups Offsite


12Testing Restores of Data


12Recovering from a Disaster




Overview
The VAX/AlphaServer network environment at Microfinancial, Inc. consists of three VAX servers and three AlphaServers installed at the Woburn, MA facility. The VAX servers are named BLT1, BLT2, and BLT6, while the AlphaServers are named BLT3, BLT4, and BLT5. All servers are running OpenVMS version 7.2-1. Oracle Rdb version 7.0-5 (a relational database management system) is used to manage customer lease data, and ACMS version 4.0 is used for transaction processing.
Figure 1 shows a network diagram of these servers and their usage. These servers reside on the 192.168.65 segment of the local area network.
Figure 1.  The VAX/AlphaServer Network
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Daily operations of the corporation generate electronic information that is critical to the success of the business. The servers are used to store production (corporate) data along with user data generated by the IT staff. 
	
	

	Note:
	The backup plan for the Windows® servers is covered in a separate document, the Media Server Backup Plan for Windows Systems. Both backup plans are available online from the Microfinancial Info Page via the Information Technology link.

	
	


Data to Be Backed Up

The BLT4 AlphaServer system is used to store critical production data about thousands of customer leases, business operations data such as Accounts Receivable, Accounts Payable, Collections, Legal, and Site Operations, along with data generated by the IT staff. The IT data includes production command files, letters, and log files. All data is backed up on a daily basis and incrementally during the work day. 
For details about servers currently in use, see the Network Diagram available online from the Microfinancial Info Page via the Information Technology link.
Maintaining Backup Hardware and Software
The IT staff use DCL command procedures to backup all databases and user data. Each command procedure includes RMU/BACKUP commands (part of the installed Oracle Rdb software) to generate each backup file to disk. Other command procedures use the OpenVMS BACKUP command to save the backup files to tape.

There is little or no maintenance required since all backup software is part of the installed system and there are no periodic software updates to be installed. 

The following type of backup tape is used: 
DLT IV – 80 GB (compressed)

Observing the Backup Job Rules
Adhere to the following rules when running backup jobs:

· All backup jobs reside in the following area: DISK$MENTAT:[USER_DIR.LEASE_BACKUP.COM] 

· After logging into the system manager account, you can quickly get there by using the BACK symbol. 

· All backups should run as USER=LEASE_BATCH, just like other batch jobs.

· All backups involving a tape drive should run in the TAPE_BACKUP queue.

· All backups involving disk-to-disk operations should run in the TIME_BLT4 queue.

	
	

	Note:
	Backup jobs can run in any queue, but, for consistency, they should be run in the previously mentioned queues.

	
	


Understanding the Backup Area

Each production cluster has a backup area that is used for disk-to-disk backups only. IT staff perform disk-to-disk backups on the databases and LEASE_FILES, not on device backups. These devices are bound together to create one large area (approx 337 GB). 
The area that is always used to store backup files is called DISK$BACKUP_01:[LEASE_BACKUP]. In this directory you will find all the RBF files (full backups), AIJ files (incremental backups), and savesets.
Defining Backup Classes

There are three separate classes for backups, which effectively encompass all the data that needs to be saved.

Database

Database backups are done via the Oracle RMU/BACKUP command. A full backup is done on all databases on each Bill Run day, and incremental backups are done on other days and throughout the day during database replication. These backups do not depend on the device on which the data resides; they are simply going after data.

LEASE_FILES (and LEASE_AMORT_FILES)

LEASE_FILES backups are done incrementally each day, and fully on each bill run day. They are backed up to savesets using VMS BACKUP command.

The LEASE_FILES are control files, or semi-permanent files that contain information that are referenced as needed. They are mostly associated with DATATRIEVE procedures, and are often referred to as domains or domain files. They are most often *.DAT files, but there are exceptions. You can view the definition of the LEASE_FILES logical from the DCL command line as follows:
BLT4> SHOW LOGICAL LEASE_FILES
   "LEASE_FILES" = "RDB1$DISK00:[LEASE_FILES]" (LNM$SYSTEM_TABLE)

In this definition, the LEASE_FILES logical has a concealed logical (RDB1$DISK00) in its definition.  To show this logical, do the following:
BLT4> SHOW LOGICAL RDB1$DISK00
   "RDB1$DISK00" = "DISK$PROD_09:" (LNM$SYSTEM_TABLE)

 "DISK$PROD_09" = "$1$DGA15:" (LNM$SYSTEM_TABLE)

Based on these definitions, the LEASE_FILES control files physically reside in the DISK$PROD_09:[LEASE_FILES] directory.
Disks

IT staff back up all other disks which do not contain database information, such as the user disk, system disks, and others. These backups do not depend on the contents of the device; they are only concerned with the device. 
On Bill Run days, these files are backed up fully. On non-Bill Run days, these files are backed up incrementally. This type of backup is always done from disk to tape.

Encrypting and Securing Backup Media
Encryption is intended to protect a backup tape from misuse or theft of data by unauthorized persons. Due to the sensitive nature of data that resides on production servers and the concern for providing data security, a case can be made for implementing encryption.

This feature has not been implemented for the following reasons. 
· The daily backup tapes are stored in secure rooms that are accessible only to IT staff members. 
· The Bill Run backup tapes (backups of corporate billing runs) are picked up on Tuesdays by an Iron Mountain courier and transported to a secure site. The tapes are stored in a highly protected facility that is far from areas prone to high flood, earthquake, or disaster risk. Iron Mountain provides reliable, cost-effective data protection and recovery. 

· If one or more files need to be restored from a tape that was stored offsite months or years ago, it becomes problematic as to whether IT will still have a record of the password used to encrypt that tape.
Understanding the Backup Jobs

Backup jobs are defined as DCL command procedures that are run according to a predefined schedule. Several backup jobs are run on Bill Run days. These are the days when invoice (billing) statements are generated for clients. Bills are prepared on the following days of the month:

3rd/4th, 9th, 14th, 19th, 24th, 29th 
If the previous month had 30 days, the first Bill Run occurs on the 4th. If the previous month had 31 days, the first Bill Run occurs on the 3rd.
INVOICE_STATEMENT_GENERATE.COM is the command procedure that generates the billing statements. After that procedure is completed, it automatically submits the backup jobs described on the following pages. Full backup jobs create *.RBF files, while incremental backups jobs create *.AIJ files.
All command procedures reside in the DISK$MENTAT:[USER_DIR.LEASE_BACKUP.COM] directory, which is also called USER_ROOT:[LEASE_BACKUP.COM].  

These command procedures are described as follows:

RMU_BACKUP_DATA.COM
Type of backup:  Disk to Disk

When:  On Bill Run Days
Where:  BLT4 

Queue:  TIME_BLT4
Submitted by:  INVOICE_STATEMENT_GENERATE.COM (Bill Run)
Tasks performed:

· Submits PROD_AND_DEVEL_BACKUP.COM.
· Does a full backup of LEASE_FILES to a saveset.
· Does a full RMU backup of the following databases:

LEASE_DATA

LEASE_TAX_DATA

LEASE_AMORT_DATA

LEASE_PHONE_DATA
LEASE_ACH_DATA

CDD$COMPATABILITY (datatrieve)

LEASE_RDB_DIC

LEASE_APPL_DATA

LEASE_REPORT_DATA


· Submits RMU_BACKUP_DOCUMENT.COM at 12:00 Noon.
RMU_BACKUP_DOCUMENT.COM
Type of backup:  Disk to Disk

When:  On Bill Run Days
Where:  BLT4 

Queue:  TIME_BLT4 

Submitted by:  RMU_BACKUP_DATA.COM
Tasks performed:

· Does a full RMU backup of the following databases:

LEASE_DOCUMENT_DATA

LEASE_ARCHIVE_DATA

LEASE_REPLICATION_DATA

LEASE_LETTER_DATA

· Submits CONSOLIDATED_BACKUP_TO_TAPE.COM to the TAPE_BACKUP queue.
PROD_AND_DEVEL_BACKUP.COM
Type of backup:  Disk to Tape

When:  On Bill Run Days
Where:   BLT4

Queue:  TAPE_BACKUP

Submitted by:   RMU_BACKUP_DATA.COM
Tasks performed:

· Does full backups of the following devices via the OpenVMS BACKUP command.

MENTAT
    BLT4_SYSTEM
BLT6_SYSTEM

PCWORK 
PCCOMMON

PROD_07
    PROD_09*
*Only certain areas on PROD_09, because it also contains some database information.

· Submits the job BLT_CLEANUP, which cleans up the user disk (MENTAT) of old files.

CONSOLIDATED_BACKUP_TO_TAPE.COM
Type of backup:  Disk to Tape

When:  On Bill Run Days
Where:  BLT4

Queue:  Tape_BACKUP

Submitted by:   RMU_BACKUP_DOCUMENT.COM
Tasks performed:

This job creates the following:

· A saveset called REPORT_DATA.BAK that contains the full RBF file of the REPORT database.
· A saveset called APPL_DATA.BAK that contains the full RBF file of the APPL database.
· A saveset called LEASE_DATA.BAK that contains the full RBF file of the LEASE database.
· A saveset called TAX_DATA.BAK that contains the full RBF file of the TAX database.
· A saveset called SCROLL_DATA.BAK that contains the full RBF file of the SCROLL database.
· A saveset called AMORT_DATA.BAK that contains the full RBF file of the AMORT database.
· A saveset called LEASE_FILES.BAK that contains the incremental and full savesets of LEASE_FILES.

· A saveset called AIJ.BAK containing all AIJ backups for the LEASE, DOCUMENT, AMORT, and ARCHIVE databases.

· A saveset called LEASE_RDB_DIC.BAK containing the LEASE_RDB_DIC RBF file.

· A saveset called CDD.BAK containing the CDD$COMPATIBILTY database RBF file.
· A saveset called PHONE_DATA.BAK containing the LEASE_PHONE database RBF file.
· A saveset called DOCUMENT_DATA.BAK containing the LEASE_DOCUMENT_DATA RBF file.
· A saveset called ARCHIVE_DATA.BAK containing the LEASE_ARCHIVE database RBF file.
· A saveset called LETTER_DATA.BAK containing the LEASE_LETTER_DATA RBF file.
· A saveset called APLET_DATA.BAK that contains the full RBF file of the APPL_LETTER database.

This job also purges AIJ files older than the date of the latest RBF file on disk for a particular database.

DAILY_BACKUP.COM
Type of backup:  Disk to disk and disk to tape
When:  non-Bill Run days

Where:  BLT4

Queue:  TAPE_BACKUP

Submitted by:   BATCHMAN
Tasks performed:

This job does the following:

Disk to Disk

· An incremental backup of LEASE_FILES and LEASE_AMORT_FILES to a saveset called LEASE_FILES_BACKUP.INC.
Disk to Tape

· An incremental backup of the following devices:

MENTAT
PCWORK
PCCOMMON

PROD_07

· An incremental backup of all *.AIJ files to a saveset called AIJ.BAK.
· An incremental backup of all *.INC files to a saveset called INC.BAK (these are created in the first step).
Performing Backups
Daily backup jobs are run automatically in one of two ways: one full backup on a Bill Run day or multiple backups on a non-Bill Run day. Bill Runs are performed on the following days of the month: 
3rd/4th, 9th, 14th, 19th, 24th, 29th 
If the previous month had 30 days, the first Bill Run occurs on the 4th. If the previous month had 31 days, the first Bill Run occurs on the 3rd.
If today is a Bill Run day, follow these steps:

Procedure for Bill Run Backups:

1. The first task in the morning is to obtain five DLT IV tape cartridges. Label each tape with a code for the date and job type, the name of the backup job, and the date that the job is run. Figure 2 shows a sample label.
Figure 2.  Sample Label for Backup Tapes
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2. Enter the computer room and go to the BLT4 computer rack.
3. On the Compaq TZ887 DLT Tape Drive, press the Eject button to open the door.
4. Remove the 7-slot tape magazine and place it on a work table. 

5. Push down on each tape to eject it, remove all tapes, and store them in their plastic boxes.

6. Install the Bill Run tapes in the following order (note the code letter after the date code, which is Aug. 3, 2010 in this example):

· 100803P – indicates Prod & Devel backup

· 100803D – indicates Consolidated_Backup_to_Tape #1

· 100803E – indicates Consolidated_Backup_to_Tape #2

· 100803F – indicates Consolidated_Backup_to_Tape #3

· 100803G – indicates Consolidated_Backup_to_Tape #4

7. Push down on each tape until it locks into place. Note that the tape drive always loads the next available tape regardless of the slot it occupies.
8. Install the tape magazine in the tape drive and close the door.

9. Press the Load button to load the top tape into the tape drive.

10. At the console, log in as system manager (or any account with system manager privileges).

11. At the BLT4 prompt, enter this command:
SUBMIT/PARAMETER=3/QUEUE=TAPE_BACKUP SYS$LOGIN:INITIALIZE_TAPES.COM 
This command initializes the third, fourth, and fifth tapes prior to their use. The top two tapes will be initialized by their respective backup jobs.

12. On Tuesday mornings, deliver all Bill Run tapes to the receptionist for pick up by the courier from Iron Mountain (the courier picks up tapes on Tuesday afternoons).

If today is a non-Bill Run backup, follow these steps:

Procedure for Daily (Non-Bill Run) Backups:
1. The first task in the morning is to obtain one of the DLT IV tape cartridges for daily use. These are labeled DAILY 1 to DAILY 5.

2. Enter the computer room and go to the BLT4 computer rack.

3. On the Compaq TZ887 DLT Tape Drive, press the Eject button to open the door.

4. Remove the 7-slot tape magazine and place it on a work table. 

5. Push down on each tape to eject it, remove all tapes, and store them in their plastic boxes.

6. Install the DAILY tape for today’s backup. Push down on the tape until it locks into place. Note that the tape drive always loads the next available tape regardless of the slot it occupies.
7. Install the tape magazine in the tape drive and close the door.

8. Press the Load button to load the tape into the tape drive.

Tomorrow morning at 6:05 AM, a job called DAILY_BACKUP.COM will be submitted automatically. If you had installed a DAILY tape along with the Billing Run backup tapes on the previous day, then the daily backup job will execute after the Bill Run jobs are done. The daily backup job will use the first DAILY tape in the tape drive magazine.
The daily backup job performs incremental backups on select devices and puts the results to tape. This job also puts the incremental database backups to the same DAILY tape. 

Performing Adhoc (Manual) Backups

The preceding backup jobs include several steps and backup multiple items. You can, however, perform an adhoc backup of a specific database if needed. 

To do this from the system manager account, SET DEFAULT to the USER_ROOT:[LEASE_BACKUP.COM] directory. Use the DIRECTORY command to display all the available command procedures.
For example, to manually backup the LEASE database on the BLT4 server, you can use the command procedure called RMU_BACKUP_LEASE_DATA.COM. To backup the TAX database, you can use RMU_BACKUP_TAX_DATA.COM. You can use this naming convention to find the command procedure for the database you need to back up.

After you determine the appropriate command procedure, use the preceding Procedure for Daily Backups to set up a backup tape, and then run the selected command procedure.
Reviewing Backup Log Files

The backup command procedures described in the preceding section create production log files that record the success or failure of each backup job. This feature allows IT staff to quickly identify any backup failures and to ensure that backups are occurring as scheduled.
The log files are stored in the DISK$MENTAT:[USER_DIR.LEASECOMM] directory. 

To view the log files, use the following commands:

BLT4> SET DEFAULT DISK$MENTAT:[USER_DIR.LEASECOMM]
BLT4> DIRECTORY/DATE
BLT4> TYPE filename 
Where filename is the name of a specific log file.

The Troubleshooting section provides information on possible errors you may encounter and methods for resolving the errors.
Troubleshooting
Each backup job creates a log file that is stored in the DISK$MENTAT:[USER_DIR.LEASECOMM] directory. If a log file indicated that 1) the backup server could not access a device, 2) there was a hardware failure, or 3) there was a serious incident, then you need to investigate the problems and resolve them before the next backup run. 
OpenVMS uses a special syntax for its error messages. Each message consists of the name of software facility reporting the error, a severity code, an abbreviation of the error, and a short description of the error. 
The severity codes are as follows:

I = Informational
E = Error

S = Success

F = Severe error

W = Warning

For example, if an error message begins with %BACKUP-W-ACCONFLICT, then BACKUP is the facility reporting the error, W indicates a warning, and ACCONFLICT is the abbreviated error text. A good practice is to scan the log files for E or F severity codes and resolve those problems first. You can ignore errors with a severity code of I, S, or W, but you need to investigate errors with an E or F code.
For each known error, the following sections provide a description of the error, a possible cause, and any corrective action you can take.

File Was Open

Description

A file was open and could not be backed up. For example:

%BACKUP-W-ACCONFLICT, DISK$MENTAT:[USER_DIR.LEASECOMM]AUTHSEND.LOG;3480 is open for write by another user
Cause

One or more files (not a database) were open (either by a user or a process) while the backup job was running. OpenVMS backed up all closed versions of the file but not the content of the open version.
Corrective Action

No action is needed if the file was a log file (*.LOG), a temporary file (*.TMP). These files are not critical to the success of the backup.
Error Writing to Disk

Description

%RMU-F-WRITEERR, error writing DISK$BACKUP_1:[LEASE_BACKUP]DOCUMENT_DATA_BACKUP.RBF;

-RMS-F-FUL, device full (insufficient space for allocation) 
%RMU-F-FATALERR, fatal error on BACKUP 
%RMU-F-FTL_BCK, Fatal error for BACKUP operation at 2-AUG-2010 13:15:03.65

Cause
During the backup job, the disk to which the backup file was being written ran out of space and the backup job stopped. The backup file (in this case DOCUMENT_DATA_BACKUP.RBF) was closed prematurely, so all data was not backed up.
Corrective Action

· Try to determine how much of the backup job was completed before it failed. If it was near the beginning, you should consider rerunning the job after freeing up more space.

· Increase free space on that disk by deleting all temporary files. Carefully examine the next day’s log file for that backup job to make sure the error does not occur again.
Updating the Daily Backup Report

If a daily backup job fails for any reason, you first need to resolve the problems. A secondary small task is to update the spreadsheet that records the results of daily backup jobs. This file resides on the borg$ fileshare at this location: 
L:\2010-IT-Doc-Repository\Daily-backup-reports\VMS-daily-backup-report.xlsx 

This file (illustrated in Figure 3) provides to management a running tally of each day’s results beginning with August 1, 2010. There is no need to create another worksheet or another file for succeeding months. Simply enter new rows of data at the bottom of the worksheet.

Figure 3.  Sample Daily Backup Report
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Procedure:

9. If all backup jobs were successful on a given day, then enter an “X” in the Completed column and your initials in the Approved column.
10. If a job failed on a given day, enter an “X” in the Failed column, the name of the backup job that failed, a brief statement of the reason for the failure and how it was resolved, the date resolved, and your initials.
11. Always save the spreadsheet back to the borg$ fileshare.

Storing Backups Offsite

The IT Department has a contract with Iron Mountain, an offsite storage company, to store its backup tapes safely. The tapes are stored in a highly protected facility that is far from areas prone to high flood, earthquake, or disaster risk. Iron Mountain provides reliable, cost-effective data protection and recovery.

IT staff are to send the first set of Bill Run tapes (backups of corporate billing runs) created each month for storage with no return date. Year-end backups and a few adhoc full backups are also stored with no return date. The remaining sets of Bill Run tapes are stored for six months, at which time they are returned and then re-used as needed. Daily backup tapes are re-used in between each bill run.

The Bill Run backup tapes are picked up on Tuesdays by an Iron Mountain courier and transported to a secure site. 
Testing Restores of Data

A good practice is to occasionally perform a test restore of an entire server. On a weekly basis, production databases are restored from backup tapes to BLT3. This tests the integrity of the backed up data and backup procedures. 

Data is also restored based on requests from users. This involves restoring one or more files that may have been accidentally deleted or corrupted, or retrieving data files that are no longer resident on a production server. 

Recovering from a Disaster

A business such as Microfinancial, Inc. provides leasing and financing alternatives for hundreds of thousands of mostly commercial accounts nationwide. In order to continue to serve its clients and to generate revenue, a plan must be in place to mitigate risk from loss of use and ensure minimal interruption in operations should a disaster strike. 
For more information, see the Disaster Recovery Plan (TBD) available online from the Microfinancial Info Page via the Information Technology link.






