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Overview
The Microfinancial, Inc. network environment consists of several dozen Windows servers and several DEC servers installed at the Woburn, MA facility. There is a Windows 2003 domain (Microfinancial.com) controlled by a two domain controllers (MFIDMC01 and MFIDMC02) on the internal network. Another Windows 2003 domain (microfinanical.net) exists on the DMZ network and is managed by two domain controllers (MFIWDC01 and MFIWDC02). The Windows servers are running a mix of Windows 2003 Server and Windows 2008 Server. They reside on the 192.168.66 segment of the network.
Daily operations of the corporation generate electronic information that is critical to the success of business. Several media backup servers are used to back up critical production (corporate) data and user data that resides on the Windows-based servers. These backup servers use several versions of Symantec Backup Exec software to perform the periodic backups.
	
	

	Note:
	The backup plan for the OpenVMS® systems is covered in a separate plan, the Backup Plan for OpenVMS Systems. Both backup plans are available online from the Microfinancial Info Page via the Information Technology link.

	
	


Data to Be Backed Up

All data on all servers is backed up on a daily basis. This includes production (corporate) data that is stored on production servers and user data that is stored on personal file shares (currently on the MFIFPS01 server)
For details about servers currently in use, see the Network Diagram (TBD) available online from the Microfinancial Info Page via the Information Technology link.
Maintaining the Media Backup Servers

The IT Dept. uses several backup tape drives with each one installed on its own media backup server. Table 1 identifies the servers currently in operation. 

The following types of backup tape are used. 
LT02
200 GB (uncompressed) / 400 GB (compressed)

LT03
400 GB (uncompressed) / 800 GB (compressed)

Tape size depends on the amount of data that is to be backed up.

To maintain optimum performance of the media backup servers, updates to the backup software should be evaluated and Windows updates should be installed as they become available.
Table 1:  Media Backup Servers

	Media Server
	Tape Drive
	Backup Software Version
	Servers Backed Up
	Notifications Configured?

	MFIAPP02
	Ultrium 460
	Backup Exec 12.5d*
	MFIAPP02, MFIMAS01, MFIMAS02, MFIWSE01, MFIFAX01
	Yes

	MFIIMG01
	Ultrium 460
	Backup Exec 10d
	MFIIMG01, MFIAPP01, MFIIMG02, MFICTX01, MFICTX02,MFIDEV02
	Yes

	WOBSBX01
	Ultrium 460
	Backup Exec 9
	WOBEBS01, WOBISA01, WOBSBX01, MFIISA01
	Yes

	MFIDMC01
	Ultrium 460
	Backup Exec 10d
	MFIDMC02, MFIDMC01, MFIAVS01
	Yes 

	MFIMSR01
	Ultrium 448
	Backup Exec 11d
	MFIMSR01
	Yes

	MFILWS01
	Ultrium 448
	Backup Exec 11d
	MFILWB01, MFILWG01, MFILWS01
	Yes

	MFILWS02
	Ultrium 448
	Backup Exec 11d
	MFILWS02, MFICLW01
	Yes

	MFIFPS01
	Ultrium 960
	Backup Exec 11d
	MFIMPS01
	Yes

	MFIWDC01
	Ultrium 460
	Backup Exec 11d
	MFIWDC01, MFIWEB01, MFIWEB02, MFIRLY01, MFIWAP01, MFIWDC02, MFIEMG01, MFIXNET1
	Yes


*V12.5d is the newest installed version, released October 2008.
Maintaining the Backup Software

All media backup servers currently use Symantec™ Backup Exec for Windows Servers. Software upgrades should be evaluated as they become available for their possible benefit to the performance of backup operations. It is under consideration to upgrade all versions of Backup Exec to the most recent release so as to simplify management of backup operations and take advantage of the latest features.
Performing Windows Software Updates

Windows security updates and hot fixes are necessary to protect the servers from known malware. Media backup servers (as well as file servers, Exchange servers, and management servers) need to be patched to the latest service pack (either Windows 2003 Server or Windows 2008 Server). 
Windows Software Update Services (WSUS) is currently running on MFIFPS01 and is the source for necessary Windows updates. Due to potential problems that have been encountered with automatic updates, manual installation needs to be performed on each server to ensure successful completion of the update. Each server should be rebooted after applying the updates to ensure a successful installation.
Configuring Backup Notifications and Alerts
The backup software on each media backup server provides the ability to send reports and alerts on failures or missed jobs. This feature allows IT staff to quickly resolve any backup failures and to ensure that backups are occurring as scheduled. 

The backup software for each server is configured to send a daily notification to Backupexecnotifications@Microfinancial.com, which is a distribution list. The mail is forwarded to the appropriate IT staff members. The Windows System Administrator can make changes to this list as needed.
Encrypting and Securing Backup Media
All installations of Symantec Backup Exec 11d and newer are capable of encrypting the backup tapes. This feature is intended to protect a backup tape from misuse or theft of data by unauthorized persons. Due to the sensitive nature of data that resides on production servers and the concern for providing data security, a case can be made for implementing encryption.
This feature, however, has not been implemented for the following reasons. 
· The daily backup tapes are stored in secure rooms that are accessible only to IT staff members. Tapes are reused every two weeks.
· The monthly backup tapes are picked up by an Iron Mountain courier and transported to a secure site. The tapes are stored in a highly protected facility that is far from areas prone to high flood, earthquake, or disaster risk. Iron Mountain provides reliable, cost-effective data protection and recovery. 

· If one or more files need to be restored from a tape that was stored offsite months or years ago, it becomes problematic as to whether IT will still have access to the password used to encrypt that tape.
Performing Backups
Backups are performed nightly on each server by the Backup Exec software. Tapes are to be installed each morning according to the schedule posted in the computer room. Tapes are labeled with the name of the backup server, the day of the week, and a number. Currently there are nine media backup servers in use and each server has its own set of backup tapes. 
For example, the tapes used on Mondays for the MFIAPP02 server are labeled:

MFIAPP02
MFIAPP02
Monday1
Monday2

Also, for example, the tapes used on Fridays for the MFIAPP02 server are:

MFIAPP02
…
MFIAPP02
Friday1
…
Friday8

Tapes for Monday to Thursday are stored in the computer room near the backup servers. Tapes for Friday are stored in the fireproof cabinet in the printer room. The Month End tape is given to the Iron Mountain courier.
The Monday to Thursday tapes are reused after two weeks. The Friday tapes are reused after eight weeks. Whenever a Month End tape is created, the daily tape for that day is not used.

A four-week excerpt of this schedule is shown in Table 2. For a given date, the schedule shows the tape number to use for all nine backup servers. 
Table 2:  Partial Daily Backup Schedule
	Mondays
	Tuesdays
	Wednesdays
	Thursdays
	Fridays

	8/2/10

MONTH END
	8/3/10

Tuesday1
	8/4/10

Wednesday1
	8/5/10

Thursday1
	8/6/10

Friday1

	8/9/10

Monday2
	8/10/10
Tuesday2
	8/11/10
Wednesday2
	8/12/10
Thursday2
	8/13/10
Friday2

	8/16/10
Monday1
	8/17/10 

Tuesday1
	8/18/10 

Wednesday1
	8/19/10 

Thursday1
	8/20/10

Friday1

	8/23/10
Monday2
	8/24/10

Tuesday2
	8/25/10

Wednesday2
	8/26/10

Thursday2
	8/27/10

Friday2


To prepare tapes for the Monday to Friday nightly backup, follow these steps:

Procedure for Monday to Friday Backup:
1. The first task in the morning is to enter the computer room and identify on the posted Tape Rotation Schedule the name of the tapes for tonight’s backup run. For example, on Tuesday, 8/3/2010, the Tuesday1 tapes were used.
If today is Friday, obtain the appropriate Friday tapes from the fireproof cabinet in the printer room.
2. Verify that all tape drives have ejected their tapes. If a tape is not ejected, this indicates a problem that needs to be investigated and resolved as soon as possible.
3. Remove each tape from its tape drive and store each one in a plastic case with the other backup tapes. 

4. Locate the tape for tonight’s backup run. For example, if you are removing Monday1 tapes, locate the Tuesday1 tapes.
5. Insert today’s tape in the tape drive for its backup server. For example, insert the MFIAPP02 Tuesday1 tape in the MFIAPP02 tape drive.

6. Verify that all backup tapes identified in step 1 have been used.
7. If today is Monday, store all the Friday tapes in the fireproof cabinet in the printer room.

To prepare tapes for the Month End backup, follow these steps:

Procedure for Month End Backup:

1. The first task in the morning is to enter the computer room and identify on the posted Tape Rotation Schedule the name of the tapes for tonight’s backup run. For example, on Monday, 8/2/2010, new Month End tapes were required.

2. Verify that all tape drives have ejected their tapes. If a tape is not ejected, this indicates a problem that needs to be investigated and resolved as soon as possible. 

3. Remove each tape from its tape drive and store each one in a plastic case with the other backup tapes. 

4. Locate new tapes and label each of them with a server name and today’s date.

5. Insert each of these Month End tapes in the appropriate tape drive. For example, insert the tape labeled “MFIAPP02  8/2/10” in the MFIAPP02 tape drive.

6. Verify that all Month End backup tapes have been used.

7. On the Tuesday morning after completing a Month End backup, deliver the tapes to the receptionist for pick up by the courier from Iron Mountain (the courier picks up tapes on Tuesday afternoons).
Reviewing Backup Log Files

In the morning, if you are the designated recipient of Windows backup log files, then review your e-mail Inbox for those messages. Error logs appear as HTML attachments that you can view in your web browser. Take note of any messages that indicate a failure. The message subject line will state: Backup Exec Alert: Job Failed. 
	
	

	Note:
	Each media backup server stores backup logs files for 30 days.

	
	


Troubleshooting

If a log file indicated that 1) the backup server could not access a device, 2) there was a hardware failure, or 3) there was a serious incident, then you need to investigate the problems and resolve them before the next backup run.

For each known error, the following sections provide a description of the error, a possible cause, and any corrective action you can take.

File Was Open

Description

A file was open and could not be backed up. For example:
Unable to open the item C:\Documents and Settings\All Users\
Application Data\Microsoft\Search\Data\Applications\Windows\MSS.log - skipped.
Cause

One or more files (not a database) were open (either by a user or a process) while the backup job was running; therefore the files could not be backed up.
Corrective Action

· No action is needed if the file was one of several non-critical types such as a log file (*.LOG), a temporary file (*.TMP), an application data file (*.DAT), or a lock file (*.LCK). These files are not critical to the success of the backup. 
· You can also ignore several other file types such as *.CI, *.CRWL, *.EDB, *.GTHR, *.LDF, *.MDF, *.Q, *.TRC, *.WID, *.WSD, *.WSB, *.XML, and *.000.
Backup Exec Alert: Job Failed (Corrupt data encountered.)

Description

You received a backup log file in the mail with this subject line, “Backup Exec Alert: Job Failed.” In the body of the message is this statement: 

The job failed with the following error: Corrupt data encountered.

Cause

This error occurs occasionally when a user has a file such as a personal mailbox open on the file print server while the backup job is running. 
Corrective Action

1. View the mail message and then double click the attached log file to open it in your web browser.

2. Find the “Exceptions” section and click on the + (plus) sign to expand that section. This section will include the full text of the error. For example:
WARNING: "D:\UsersShare\Collection\SmithXY\SmithXY.pst" is a corrupt file. 
This file cannot verify.
This error identifies a personal mailbox file (SmithXY.pst) located on a fileshare. This is distinct from the user’s primary mailbox on the Exchange server. The .pst file is not corrupt, but open by the user, and it cannot be backed up.
3. If this is the error, you can ignore it. There is no problem. The backup job actually skipped this file and continued to completion.
Backup Exec Alert: Job Failed

Description

You received a backup log file in the mail with this subject line, “Backup Exec Alert: Job Failed.”

Cause

Such failures are rare and can be the result of any number of unique problems.
Corrective Action

4. View the mail message and then double click the attached log file to open it in your web browser.

5. Find the “Exceptions” section and click on the + (plus) sign to expand that section. This section will include the full text of the error, including the name of the media backup server on which the error occurred.

6. Scroll back to the “Job Completion Status” heading and click on the + (plus) sign to expand that section. This section will include a brief description of the errors and a link for more information.

7. Click on the link to go to the Symantec Knowledge Base article that discusses this error.

8. Verify the text of the error message, note the cause, and follow the steps in the Resolution section.

Updating the Daily Backup Report

If a daily backup job fails for any reason, you first need to resolve the problems. A secondary small task is to update the spreadsheet that records the results of daily backup jobs. This file resides on the borg$ fileshare at this location: 
L:\2010-IT-Doc-Repository\Daily-backup-reports\windows-daily-backup-report.xlsx
This file (illustrated in Figure 1) provides to management a running tally of each day’s results beginning with August 1, 2010. There is no need to create another worksheet or another file for succeeding months. Simply enter new rows of data at the bottom of the one worksheet.

Figure 1.  Sample Daily Backup Report

[image: image2.emf]If successful, enter “X” 

under Completed and your 

initials under Approved.

Fill out these columns if the backup job failed.


Procedure:

9. If all backup jobs were successful on a given day, then enter an “X” in the “Completed” column and your initials in the “Approved” column.

10. If a job failed, enter an “X” in the “Failed” column, the name of the media backup server that failed, a brief statement of the reason for the failure and how it was resolved, the date resolved, and your initials.

11. Always save the spreadsheet back to the borg$ fileshare.
Storing Backups Offsite

The IT Department has a contract with Iron Mountain, an offsite storage company, to store its backup tapes safely. The tapes are stored in a highly protected facility that is far from areas prone to high flood, earthquake, or disaster risk. 
IT staff are to send the Month End backup tape to Iron Mountain for long-term storage. Backup tapes are picked up on Tuesdays by an Iron Mountain courier and transported to a secure site. 
Testing Restores of Data

Restoring data is typically limited to requests from users to restore one or more files that were accidentally deleted or corrupted, or to retrieve data files that are no longer resident on a production server. 

A good practice is to occasionally perform a test restore of an entire server. This confirms the integrity of the backed up data and backup procedures. Currently this cannot be done because there are no test servers available; all servers are dedicated to various business functions. Also, performing a test restore would require a test server identical to a particular production server.
Recovering from a Disaster

A business such as Microfinancial, Inc. provides leasing and financing alternatives for hundreds of thousands of mostly commercial accounts nationwide. In order to continue to serve its clients and to generate revenue, a plan must be in place to mitigate risk from loss of use and ensure minimal interruption in operations should a disaster strike. 
For more information, see the Disaster Recovery Plan (TBD) available online from the Microfinancial Info Page via the Information Technology link.






